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DETAILED ACTION 

1. Claims 1-20 are pending. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Easter et al. and Elgamal et al. 

In reference to claim 1 : 

Easter et al (Column 6, lines 15- Column 7, line 23) discloses a computer product, 
comprising: 

• first computer readable program code embodied in a computer usable medium to 
cause a computer to store a key associated with an encrypted code defining a 
unique hardware configuration, where the hardware configuration is the encrypted 
configuration constant. (Column 6, lines 15-35) 

• second computer readable program code embodied in a computer usable medium 
to cause a computer to decrypt the encrypted code based upon the stored key, 
where the encrypted code is decrypted with the public key (Column 7, lines 15- 
23) 
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• third computer readable program code embodied in a computer usable medium to 
cause a computer to program a logic array based upon the decrypted key to 
establish a unique hardware configuration, where the logic array within the chip is 
based upon the decrypted key used to establish the hardware configuration. 
(Column 3, lines 65 - Column 4, line 10) 
Easter et al fails to explicitly disclose an program code to cause a computer to perform a 
decryption operation on encrypted information utilizing the unique hardware 
configuration. 

(Elgamal et al. Figure 12c) discloses a method in which a computer with a hardware 
configuration in a computer is used to decrypt encrypted information using the Secure 
Sockets Layer Protocol. 

Elgamal (Column 1 , lines 1 0-20) also teaches that there is a need for confidentiality of 
communications in a network transmission. 

It would have been obvious to one of ordinary skill in the art at the time of invention to 
further use the computer whose hardware had been configured to decrypt encrypted 
information it received such as SSL, or other encryption/decryption operations common 
to web usage, in order to fulfill the need to ensure confidentiality of computer network 
communications. 



In reference to claim 2: 
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Easter et al. (Column 4, line 60 - Column 5, line 28) & (Column 4, lines 3-23) & 
(Column 6, lines 59-62) discloses the computer product claimed in claim 1, further 
comprising: 

• fifth computer readable program code embodied in a computer usable medium to 
cause a computer to route encrypted information through a peripheral device to 
the logic array, where the logic array is where the data on the module is stored 
(Column 4, lines 3-23), and where information from the peripheral device, the 
CD-ROM or the disk drive is loaded, and where the information that is loaded 
includes the encrypted signed configuration signature. (Column 6, lines 59-62) 

In reference to claim 3: 

Easter et al. (Column 4, line 60 - Column 5, line 28) discloses the computer product 
claimed in claim 1, further comprising: 

• fifth computer readable program code embodied in a computer usable medium to 
cause a computer to route the incoming information through a memory interface 
to the logic array, where the incoming information passes from a memory 
interface, the interface for the CD-ROM or disk which contains the key, to the 
module where the data is stored in the logic array. 

In reference to claim 4: 

Easter et al. (Column 4, lines 2-23) discloses the computer product claimed in claim 1, 
wherein the logic array includes a programmable an array of gates, where the logic array 
is a fusible set of wires available to logic at the other end. 
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In reference to claim 5: 

Easter et al, (Column 4, line 60 - Column 5, line 8) discloses an electronic system 
comprising: 

• at least one peripheral device, where the peripheral device is a CD-ROM, or a 
floppy disk drive which can read the flopping disk. 

• a memory for storing a key associated with incoming information; and, where the 
floppy disk is an example of memory used for storing the key associated with 
incoming information, where the incoming information is the hardware 
configuration data. 

• a chipset in communication with the at least one peripheral device, the chipset 
including circuitry to program an array of gates based upon the key associated 
with the incoming information, where the chipset in communication with the 
peripheral device is the module in communication with a CD-ROM drive or disk 
drive to read the key, where this information is later used program an array of 
gates based on that key. (Column 6, lines 25-3 1) 

Easter et al. fails to explicitly disclose a method comprising decrypting the incoming 
information based on the programmed array of gates and circuitry to perform a 
decryption operation on the incoming information based on the configured array of gates. 
However, since the configuration data is ultimately used to configure a computer, it 
would have been obvious to one of ordinary skill in the art to use the hardware 
configured computer to decrypt encrypted transmissions that it received such as SSL, or 
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other encryption/decryption operations common to web usage, in order to allow any 
network transactions that involved encryption and decryption. 



In reference to claim 6: 

Easter et al. (Column 4, lines 60 - Column 5, line 35) discloses the electronic system 
claimed in claim 5, further comprising: 

circuitry for routing the incoming information from a peripheral device through 
the configured array of gates, where the key from the peripheral device(the disk or CD- 
ROM drive) is loaded into the module compared with the data on the configured array of 
gates. 

In reference to claim 7: 

Easter et al. (Column 4, lines 60 - Column 5, line 35) discloses the electronic system 
claimed in claim 5, further comprising circuitry for routing the incoming information 
from a memory device, the disk or CD-ROM through the configured array of gates, 
where the key from the memory device(the disk or CD-ROM) is loaded into the module 
compared with the data on the configured array of gates. 

In reference to claim 8: 

Easter et al. (Column 5, lines 20-25) discloses the electronic system claimed in claim 5, 
wherein the memory is a non- volatile memory, where the nonvolatile memory is a ROM 
or diskette. 
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In reference to claim 9: 

Easter et al. (Column 6, lines 15-50) discloses the electronic system claimed in claim 5, 
wherein the key is a public key, where the public key is Kp. 

In reference to claim 10: 

Easter et al. (Column 6, lines 15-50) discloses the electronic system claimed in claim 8, 
wherein the key is a non-public key, where the non-public key is Ks. 

Claims 1 1 -17 are rejected for the same reasons as claims 1-7. 

In reference to claim 18: 

Easter et al. (Column 4, lines 3-23) discloses the method claimed in claim 15, wherein 
programming an array of gates based upon the key(column 6, lines 28-32) associated 
with the incoming information further comprises: 

programming the array of gates to provide for a unique hardware configuration 
upon command, where the programmed array of gates contains the data which will 
provide for the unique hardware configuration (Column 5, lines 4-7), and where the 
programmed array of gates is also in itself a unique hardware configuration. (Column 4, 
lines 8-10) 



In reference to claim 19: 
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Easter et al. (Column 5, lines 20-25) discloses the method claimed in claim 15, wherein 
programming an array of gates based upon the key associated with the incoming 
information further comprises: 

receiving instructions from a processor, where receiving the key to be programmed may 
also be received from a "service processor". 

Claim 20 is rejected for the same reasons as claim 8. 



6, Any inquiry concerning this communication from the examiner should be directed 
to Thomas M Ho whose telephone number is (703)305-8029. The examiner can normally 
be reached on M-F from 8:30 AM - 5:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory A. Morse can be reached on (703)308-4789. The fax phone numbers 
for the organization where this application or proceeding is assigned are (703)746-7239 
for regular communications and (703)746-7238 for After Final communications. 
Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (703)306-5484. 
TMH 
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